Bluetooth is a recently proposed protocol for local wireless communication and has become a de facto standard for short-range ad hoc radio connections. Security concern is one of the most important problems delaying the mass adoption of Bluetooth. This article provides a study on the security issues behind the Bluetooth standard. After a overview of the general Bluetooth protocol, a security framework is introduced for the description of the Bluetooth security layout. Then both link-level and service-level security schemes are discussed in detail on the basis of the framework. Some weaknesses of the Bluetooth security strategies are analysed, together with potential risks and possible attacks against the vulnerabilities. Corresponding countermeasures are also proposed in order to improve the Bluetooth security.
Toshiba. Since then, almost all of the biggest telecommunications companies have joined the Bluetooth SIG, e.g. 3Com, Lucent, Microsoft, Motorola, etc. Bluetooth specification is a free open standard and the latest version 1.1 was approved in February 2001 [1, 2] . The Wireless Personal Area Network (WPAN) standard, developed by the IEEE 802.15 Working Group [3] , is based on the Bluetooth.
Security is always one of the most important issues to any communication technique. In a wireless scenario, such as the Bluetooth, this problem becomes more severe for the totally open-air transmission. The aim of this paper is to provide a study on Bluetooth security, including an overview of the fundamentals, an introduction of implementation issues, and an analysis of potential vulnerabilities.
The rest of this paper is organized as follows. First as the background, we briefly review the Bluetooth protocol. Next, a security framework of the Bluetooth is introduced to figure out a layout of Bluetooth security. Then we examine the Bluetooth security in two parts according to the framework proposed, including the build-in link-level Bluetooth security schemes as the principle part, and the servicelevel Bluetooth security architecture as the practice part, respectively. Specifically, the weaknesses of the Bluetooth security are discussed in detail, leading to a comprehensive summary of the Bluetooth security problems, together with some possible countermeasures that we propose. Finally we sum up the discoveries and make the conclusions.
Bluetooth Protocol Overview
Detailed information on the Bluetooth standard can be found in part A to E of [1] and [4, 5] . Figure 1 illustrates the Bluetooth protocol stack, which can be divided into four layers according to their purpose, in the following way: The layers of Cable Replacement, Telephony Control, and Adopted Protocols form the application-oriented protocols that enable applications to run over the Bluetooth core protocols. Not all applications make use of all the protocols shown in Figure 1 . Instead, applications run over one or more vertical slices of this protocol stack. In other words, applications may run over different protocol stacks. Nevertheless, each one of these different protocol stacks uses a common Bluetooth data link and physical layer, i.e. Bluetooth core protocols, including:
• Baseband. Based on the physical radio link, the Baseband can form the piconet between Bluetooth units and decide the roles of master and slave in the piconet. The Baseband provides physical links of both Synchronous ConnectionOriented (SCO) and Asynchronous Connectionless (ACL) to support the transmission of data and/or audio with corresponding packets. Other functions include error correction, link management and control, audio transmission, etc.
• Link Manager Protocol (LMP). The Bluetooth protocol LMP is responsible for link set-up between Bluetooth devices. This includes security aspects and the control and negotiation of Baseband packet sizes. Furthermore, it controls the power modes and duty cycles of the Bluetooth radio device, and the connection states of a Bluetooth unit in a piconet.
• Logical Link Control and Adaptation Protocol (L2CAP). The protocol of L2CAP provides connection-oriented and connectionless data services to the upper layer protocols over the Baseband, with protocol multiplexing capability, segmentation and reassembly operation, and group abstractions, which permits higher level protocols and applications to transmit and receive L2CAP data packets. L2CAP is defined only for ACL links.
• Service Discovery Protocol (SDP). Using SDP to discover services is a crucial part of the Bluetooth framework and provides the basis for all the usage models. SDP query device information, services information, and the characteristics of the services, according to which a suitable connection between two or more Bluetooth devices can be established. 
Security Framework
The Bluetooth technology provides security measures at both the application layer and the link layer. Besides there are two kinds of inherent features that make attacks more difficult. A hop selection mechanism of up to 1600 hops/sec is employed to avoid the interference from external or other piconets. An automatic output power adaptation scheme is also included in the standard for the low power consumption of light-weight mobile devices, which can reduce the radio spread range for data transmission exactly according to requirements based on the detected intensity.
Basic Definitions
A total of three different information security objectives are to be reached one or all. Confidentiality means that the data can only be used by authorized users and/or parties. Integrity means that the data cannot be modified during transfer and stored by adversaries. Availability means that the data is always available for authorized use. Typical attacks to a wireless network include DoS (Denial-of-Service), man-inthe-middle, spoofing, impersonating, session hijacking, eavesdropping, etc. Bluetooth launches three main techniques to achieve security features, including:
• Encryption. The process of transforming data into a form that it cannot be understood without a key. Both data and control information can be encrypted.
• Authentication. The process of verifying 'who' is at the other end of the link.
Authentication is performed for both devices and users.
• Authorization. The process of deciding if a device is allowed to have access to a service. Authorization always includes authentication.
Security Modes
Each Bluetooth device can operate on one of the 3 security modes. Mode 1 is a nonsecure mode in which a Bluetooth device shall never initiate any security procedure. Mode 2 is service-level enforced security where a device does not initiate security procedures before channel establishment at L2CAP level, and whether to initiate or not depends on the security requirements of the requested channel or service. Mode 3 is a link-level enforced security in which a Bluetooth device shall initiate security procedures before the link set-up at the LMP level is completed. Accordingly, two levels of Bluetooth security scheme can be identified, as follows:
• Link-level security, corresponding to security mode 3. The Bluetooth device initiates security procedures before the channel is established. This is the builtin security mechanism and it is not aware of service/application layer security.
• Service-level security, corresponding to security mode 2. The Bluetooth device initiates security procedures after the channel is established, i.e. at the higher layers. This is a kind of add-in mechanism and is regarded as a practical issue.
Security Levels
Bluetooth allows different security levels to be defined for devices and services. Two security levels can be defined for a device. A trusted device has unrestricted access to all or some specific services. Basically this means that the device has been previously authenticated and marked as "trusted". An untrusted device has restricted access to services. Usually the device has been previously authenticated but has not been marked as "trusted". An unknown device is also an untrusted device. Three levels of service security are allowed to be defined so that the requirements for authorization, authentication, and encryption can be set independently, including services that require authorization and authentication, services that require authentication only, and services open to all devices. These three security levels can be described by using the following three attributes:
• Authorization Required: access is only granted after an authorization procedure. Only trusted devices would get automatic access.
• Authentication Required: the remote device must be authenticated before being able to connect to the application. • Encryption Required: the link between the two devices must be encrypted before the application can be accessed. Figure 2 illustrates the link-level security framework of Bluetooth. In the figure, one of the two Bluetooth devices (the claimant) tries to reach the other one (the verifier). Generally four parts exist in the whole scheme as shown top down in the figure. 
Link-level Security

Key Management Scheme
Key management scheme is used to generate, store, and distribute keys, which compasses the first step of each of the four parts in Figure 2 . Basically, Bluetooth security scheme is based on symmetric key cryptography, i.e. a private key called link key is shared between two or more parties. The link keys can have different lifetimes. A semi-permanent key can be used after the current session is terminated, while a temporary key is valid only until the current session is over. A total of four types of link keys have been defined, as shown in Figure 3 . The initialization key is used only during the initialization process. The unit key is generated once at the installation of the unit. The combination key is derived by both units for services that require more security. The master key, generated by the master device, is used when the master wants to broadcast messages. There is also a Bluetooth PIN used for authentication and to generate the initialization key before exchanging link keys. 
Authentication Scheme
The Bluetooth authentication scheme uses a challenge-response strategy in which a 2-move protocol is employed to check a claimant's knowledge of a secret key, as shown in Figure 4 . 
SRES
If authentication fails, a certain waiting interval must pass before a new attempt can be made. The waiting interval will increase exponentially. This is to prevent an intruder to repeat the authentication procedure with different keys. Figure 5 shows the encryption procedure. The encryption key (K C ) is generated from the current link key. There are several encryption modes in which broadcast messages and individually addressed traffic can be either encrypted or not, depending on whether a device uses a semi-permanent link key or a master key. 
Encryption Scheme
Service-level Security
This section describes the practical issues involved in the implementation of security mechanisms, i.e. an approach for a flexible security architecture built on top of the link-level security features of Bluetooth. More information can be found in [6] . Figure 6 illustrates the general security architecture. The key component in the architecture is a security manager, with the following functions:
• Store security-related information on both services and devices into corresponding service and device databases.
• Grant or refuse access requested by protocol implementations or applications.
• Command the link manager to enforce authentication and/or encryption before connecting to the application, using the HCI.
• Query PIN entry to set-up trusted device relationship.
Employing such a centralized security manager is flexible to implement different access policies and easy to add new policies without affecting other parts.
Moreover, the security manager acts as a bridge to join application level and linklevel security controls together and thus helps in providing end-to-end security. Authentication should be performed after determining what the security level of the requested service is. That is to say, the authentication can only be performed when a connection request to a service (SCO link) is submitted.
Vulnerability Discussion
Although the Bluetooth network system is relatively secure, by employing the schemes described above, there are still a number of weaknesses in the standard. Several pieces of research on addressing security flaws present in Bluetooth networks have been carried out [7] [8] [9] [10] . Table 1 lists the detailed description and analysis of Bluetooth vulnerabilities, together with possible attacks/risks and countermeasures corresponding to each of the weakness issues. The table concerns the evaluations on all of the Bluetooth security specific protocols, including general security scheme, key management, authentication, encryption, and authorization.
It is worthy to note that the entire framework of the Bluetooth security is acceptable. The weaknesses of the general Bluetooth protocols come from the wireless nature, ad hoc nature, and device address scheme. For security specific protocols, weaknesses fall into methods for PIN code, random number generation, unchangeable unit key, and security manager. More security can be expected through the employment of high-level security schemes by protocols and/or applications upon the Bluetooth. Add a Bluetooth-aware " adapter" application for the legacy application.
No separately defined authorization for services.
No service-related flexible device trusting assignment.
Modify the security manager and the registration processes.
Unidirectional access check but bi-directional traffic.
Malicious verifier attacks claimant by nasty messages.
Access check at all the phases and mutually. Check-consistent data flow direction.
Although more and more qualified products emerge, at present Bluetooth is still more a laboratory technology to be studied than a widely used supporting technique for multitudinous products. The protocol is still in its research phase partly because of the security problems. Since the Bluetooth security scheme is reasonably robust to applications with less security requirements, the final features may depend more on the implementation than significant changes to the specification.
Based on the original design goal of cable replacement, Bluetooth is more suitable to short-range and small-size wireless personal area networks than for connecting with outside public networks, comparing to e.g. WLAN. To applications such as large ad hoc networks and outside interconnection access, high level security schemes should preferably be enforced for complementation. Examples include e.g. IPSEC for IP, secure routing protocols, distributed secret schemes, etc.
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